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Cloud first, mobile first

* Inga stora nyheter, det mesta kant sedan tidigare. Man kan
se konferensen som en sammanfattning av det senaste arets
handelser

* Officiellt: Windows Server 2016 och System Center 2016.
Mer senare om det

* Microsofts molndel, Azure, vaxer med mer an 100% per ar
och de kan inte se nagon avmattning
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Information fran lgnite 2016

e Konferensens hemsida https://myignite.microsoft.com

* Alla videor https://myignite.microsoft.com/videos

e Eller har https://techcommunity.microsoft.com/t5/Microsoft-Ignite-Content/bd-p/MicrosoftigniteContent

* Youtube, https://www.youtube.com/channel/UCrhJmfAGQ5K81XQ8 od1iTg

e Kanske kommer nagra pa Channel 9
https://channel9.msdn.com/ [/8 wiste-onpemma
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Finns ditt arbete kvar i framtiden?

* Foxconn ersatter 60 000 arbetare med robotar
http://www.bbc.com/news/technology-36376966

* Om 20 ar har 50% av alla nutida jobb forsvunnit
http://stratresearch.se/wp-content/uploads/varannat-jobb-
automatiseras.pdf

* Uber behover ingen taxicentral/vaxel


http://stratresearch.se/wp-content/uploads/varannat-jobb-automatiseras.pdf

Keynote — Satay Nadella, VD Microsoft

https://youtu.be/fLdJKcMLCbs

* Artificiell Intelligens, Machine Learning, Cortana

e Delve Analytics i O365- analyserar vad jag gor under en dag vilka jag
epostar eller skypar med och jag far en sammanstallning pa det

* Dynamics CRM 365 — letar pa Internet och t ex Linkedin efter handelser
kring dina kunder http://crmroadmap.dynamics.com/

e Cortana Intelligence Suite https://www.microsoft.com/sv-se/server-cloud/cortana-
intelligence-suite/overview.aspx

* Microsoft Graph, Web Graph, Bots (rostrobotar t ex)

https://support.microsoft.com/sv-se

e Allt finns ett APl bort, hos Microsoft i Azure.

* Uber later sina forare titta i mobilkameran for att identifiera dem nar de
ska kora, har de glasdon pa ser Cortana Cognitive Services det och ber dem
ta av dem.



https://blogs.office.com/2016/04/06/take-back-your-time-with-delve-analytics/
https://www.microsoft.com/sv-se/server-cloud/cortana-intelligence-suite/overview.aspx
https://support.microsoft.com/sv-se

Microsoft Graph — One endpoint to rule them all
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BT Microsoft

Cognitive Services

Home APls v Applications Developers v Pricing

Cognitive Services APIs

Tap into the power of machine learning with easy-to-use REST APlIs.

Get started for free
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Satay Nadella ...

* VVolvo — kameror laser av din status — ar det sakert att aka med dig?
Kamera vid solskyddet ser ansiktsuttryck — ljud osv eller om du tar
upp och svarar i mobilen.

* Kp i varuhus med Hololens, 3D och bilder/video. Butiken kan se
kundernas monster eller kanske redan fran borjan foresla —
kdksutrustning med farger och annat

* Microsoft har byggt ut sina datacenter (34 regioner) med GPU och nu
FPGA, FPGA for att snabba upp Al t ex bildigenkanning ( 8 ggr).
Oversatta hela wikipedia tar en tiondels sekund



Scott Guthrie — executive vice president-
kenynote https://youtu.be/hmJgNg7URxU

* Adobe lagger alla sina tjanster och servrar i Azure

* Datacenter i 34 regioner (minst tva pa varje stdlle), Irland,
Nederlanderna, Tyskland, England, Finland, Osterrike och Frankrike
under 2017.

e Azure vaxer mer an 100% per ar och Microsoft ser ingen avmattning
under “"forutsagbar tid”

* MS ar bast i 17 av 26 Quadranter enligt Gartner
e Azure Monitor — dvervaka Campus och Azure
* Overvaka alla miljoner inloggningar fran anviandare av Azure AD



Scott Guthrie

 Windows Server 2016, har arvt flera delar fran Azure t ex Nano Server
och Network Controller, Hyper-V, battre sakerhet, Just in time Admin
rights, multifaktor, isolerade Hyper-Vs, hybrid cloud, software defined
storage. Nano=current branch, 6vriga uppdateras om 2-3 ar

e System Center 2016 — allt har anpassats for Windows Server 2016,
SCCM uppdateras hela tiden (current branch) fran Azure, 6vriga
komponenter om 2-3 ar.

e Xamarin for utveckling av mobil-appar, gratis

* Team Foundation Server, DevOps, continous development, continous
delivery, containers, build chain, unit tests. Molnet=code repository

* Hololens — 3D glas6gon. Anvands snart overallt



Microsoft Ignite Keynote

IN THE YEAR 2020

50%

of the US workforce will be millennials

43%

of the US workforce will be freelancers

5 billion

smart, connected devices shipped annually

44 zettabytes

of data in storage

Vad kommer efter Zettabytes?



Secure Productive Enterprise

| | Enterprise
ER Windows 10 ] Office 365 Mobility + Security
® ¢ ¢

400 million

Monthly Active Devices

1 billion

Logins per day protected
by Azure Active Directory

/70 million

Office 365 commercial
Monthly Active Users



Scott Guthrie ...

* Windows 10 — Windows Ink — gula lappar — Matte handskriven till
formel

e Samtidigt redigerar i dokument

* My Analytics — Delve Analytics — hur manga laser min epost?

e Surface Hub — stortavla — inloggning via NFC — Stormview (program)
e Sdkerhet — MS Threat Analytics — Windows Device/Credential Guard
* 50% av tiden vid datorn anvander man bladdrare

* Windows Defender Application Guard — for Edge — sakerhet kopplad
till maskinvaran (som TPM).

e Windows Defender Threat Protection
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Brad Anderson https://youtu.be/NLOhB1L8LCW

Secure and manage your digital transformation

Can you answer “Yes" to these questions?

/Ou grant Can you protect /OU Q .
access 10 your data find and react




Conditional Access — villkorad tillgang

* [Inom nagra manader gar det att satta en regel att bara Outlook —
appen pa iPhone far lasa eposten. Alla andra appar sparras

* Outlook-appen lankar till Skype, Onedrive osv

* Azure AD inloggning kan automatiskt stangas av eller krava
tvafaktorinloggning eller |6senordsbyte. Satts via policy

e Azure AD ldentity Protection, AAD Security Center, AAD Privileged
ldentity Management



Brad Anderson

Secure and manage your digital transformation

YA WCJLS [1E2W...




OMS - Operations Management Suite

* Kan overvaka/logga Campus och Azure
* OMS ar/blir centralen for analys av data
* Analys av loggar, handelser och matdata
* Machine Learning, Al, Big Data,

* OMS Solutions (mer an 20 stycken) vissa kan agera utifran
insamlade data. Har egen portal

* Monitor i Azure portal anvander vissa data fran OMS
* SCOM i System Center skickar loggar upp till OMS.



Windows Security Center

* Kopplar ihop MS egna analyser med Windows 10 Threat Protection,
Office365 och Azure. Allt detta tillsammans kan spara och avsldja
intré ng OCh attaCker _Secure_;fmd manage your digital transformation
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Nytt nasta ar, Windows Security Center

Secure and manage your digital transformation

Incident Graph




Secure and manage your digital transformation

Legacy or Modern Devices Modern Devices

(Upgraded from Win 7 or 32-bit Windows 8) (Fresh install or upgrade from 64-bit Win 8 )
Windows Trusted Boot Virtualization based security
Microsoft Edge UEFI Secure Boot

Windows Defender Device Guard

Windows Hello Credential Guard

Companion Device Framework Device Encryption

Windows Information Protection Security management

Windows Defender Conditional Access

Advanced Threat Protection Windows Hello Biometric Sensors

Windows Defender
Application Guard



Detection
in the
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Microsoft Advanced Threat
Analytics

On-nramises

How do | detect attacks
in the cloud?

Cloud App Security

(App level)

« Behavioral analytics
« Anomaly detection

Azure Active Directory
(Identity level)

« Behavioral Analytics
« Security reporting and monitoring

How do | detect
on-premises attacks?

Advanced Threat Analytics

« User and Entity Behavioral Analytics
« Detection of known malicious
attacks and security issues




Secure and manage your digital transformation

Mobile first, Cloud first eller Only?




Conditional Access

User attributes
Group membership

Devices
Domain Joined
compliant

Platform type
(Windows, i0S, Android)

Application
Per app policy

Type of client
(Web, Rich, mobile)

Location
IP Range

Risk
Session risk
User risk

] Office 365
Microsoft Azure

‘s 1 F I

Cloud and
On-premises
applications




Conditional Access for Windows PCs

Management options for Corp Owned PCs

1. AD domain joined
2. AD domain joined + SCCM management

DEVICE RULES

3. Azure Domain Joined + Intune management

Management option for BYOD PCs
1. Azure AD registered + Intune management

CCCCCC

re compliant when
marked as compliant

' domain joined or marked as compliant
marked as compliant

- domain joined

AD domain joined Supported
AD domain joined + SCCM Managed Supported
Azure Domain Joined + Intune managed Not supported
AAD registered + Intune managed Not supported

Supported
Supported
Not supported

Supported

Supported
Supported
Supported
Supported




Intune support for Android for Work
(IR Enhanced device management settings

Google
Manage a work profile on the device

@ Enforce complex PIN policy

COMPanyIEAS GO panylERRSKypeion B

@@% 3 App management improvements

- Unified app install experience for all app types
Push deploy Play Store apps
Managed app configuration

Security Improvements

Installation from unknown sources no longer required
Mandatory device encryption

Email client app configuration

Gmail and Nine Work email apps

Rolling out starting in October service release

https://blogs.technet.microsoft.com/enterprisemobility/2016/09/12/microsoft-intune-




Enterprise Mobility + Security

Identity and access
management

Managed mobile Information Identity-driven
productivity protection security N

ih 0

Azure Active Directory
Premium P2

Identity and access
management with advanced
protection for users and
privileged identities

(includes all capabilities in P1)

Azure Active Directory
Premium P1

Secure single sign-on to
cloud and on-premises apps

MFA, conditional access, and
advanced security reporting

Microsoft Intune

Mobile device and app
management to protect
corporate apps and data on
any device

Azure Information
Protection Premium P2

Intelligent classification and
protection for files and emails
shared inside and outside
your organization

(includes all capabilities in P1)

Azure Information
Protection Premium P1

Manual classification and
protection for files and emails
shared inside and outside
your organization

Cloud-based file tracking

Microsoft Cloud
App Security

Enterprise-grade visibility,
control, and protection for
your cloud applications

Microsoft Advanced
Threat Analytics

Protection from advanced
targeted attacks leveraging
user and entity behavioral
analytics




To Azure AD PTA — SSO Without ADES!

Username and H)/brld

password are passed

User N d STS to Hybrid Identity |dent|ty
r me an S .

Sepasfwoic? ervice Service

. o | o

- . . Connector
Result returned back to notified of
Token returned to use Azure AD STS P request
or further proofs (MFA)

are initiated
Connector Contoso Corpnet
returns result
e i Connector validates
Connector the credentials

. against AD
DC returns .
result
DC

Ersatter ADFS. Mer om ADFS 2016 finns pa denna lank



https://techcommunity.microsoft.com/t5/Microsoft-Ignite-Content/BRK3074-Discover-what-s-new-in-Active-Directory-Federation-and/m-p/10489/highlight/true#M495
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