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KORT OM MIG

Teknik och sdkerhetschef Microsoft
Ordforande IASA — Sveriges IT arkitekter
Ledamot i regeringens samordningsrdd for sdkerhet och integritet i smarta elnat.

Ledamot i ISO’s internationella expertgrupp for standarder inom cloud computing

Ledamot i ledningsgruppen for Cloud Sweden samt EuroCloud.
Undervisar p& KTH



FORTROENDE FOR MOLNET

FRAGAN FINNS OVERALLT — “KAN JAG LITA PA MOLNET?”

"Concerns”

v" Privacy

v" Loss of Control

v" Regulatory Compliance

v' Security

FIG. 19: PUBLIC CLOUD CONCERNS IN THE EUROPEAN
PUBLIC SECTOR
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VANLIGA FRAGOR

SAKERHET

™ Ar molnet siikert?

™ Ar era molntjinster sikra?

COMPLIANCE

™ Vilka certifieringar och formdgor kan ni garantera?
™ Hur stodjer Microsoft mitt behov kring regulatoriska krav ?
™ Har jag rdtt att utfora en audit av Microsofts datacenter?

PRIVACY

™ Vad betyder integritet for Microsoft?
™ Var finns mitt data ?







1. Lova

2. Bevisa



OM ATT LOVA OCH BEVISA | MOLNET

Folj sakerhetsstandarder (ISO 27001)

Revision och audit (SSAE 16)

Visa



DET VAR T MINUTS FORKLARINGEN. . .



FOKUS — JURIDIKEN OCH MOLNET



DE JURIDISKA ASPEKTERNA
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DE JURIDISKA ASPEKTERNA
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PRIVACY-PERSPEKTIVET

Kunddata innehdller personuppgifter
Kunden dr personuppgiftsansvarig
Microsoft @r bitride

Datacenter inom EU

Access och transfer kan ske utan-
for EU

Uppfyller jag som kund DIs krav?
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VAD ERBJUDER VI?

Personuppgifts-

Safe Harbor EU Model Clauses Sdkerhetscenter

bitradesavtal




Datalagringsplats och overforing

Overforing av

personuppgifter till 3e land
ar forbjudet om det inte finns
“tillrackligt skydd”.

Safe Harbor

Sjalvcertifieringsprogram fér amerikanska féretag i syfte att
uppfylla EU-direktiv (efterlevnad av 7 integritetsprinciper)
http: //export.gov/safeharbor/

EUs Standardavtalsklausuler

Avtalsklausuler som i férvag godkdnts av EU:s
lagstiftandeorgan och som undertecknats mellan (EU)
personuppgiftsansvarig och (tredjeland) personuppgiftsbitrade



http://export.gov/safeharbor/

Tva fragor
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Overforing till A >

g Overforing utanfor EES
molntjdnstleverantor

Ar det tillatet att Gverféra Ar det tillatet att personuppgifter
personuppgifter till en kommer att behandlas av en
molntjdnstleverantor inom EES? molntjdnstleverantor utanfor EES?
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TVA SVAR

Microsoft

Corporation
(USA)

Safe Harbor

EU Model Clauses

MIOL

(Ireland)

e Data Processing
Agreement

Customer
Europeiska
Ekonomiska
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Mote med DI Brevo HealthVault




ComputerSweden —

Microsoft pustar ut efter DI-
beslut

jonas Ryberg

Datainspektionen kritiserar Ale fér kommunens anvéndning av Microsofts
molntjanst Office 365. Men kritiken &r betydligt lindrigare &n den som till exempel
Google tidigare fatt utsta,
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: "Ska foretag fa
3 finansiera

kommunens
tillsynsverksamhet"

Kronikor Podcast Debatt Ledare

Rattsomraden | Branschnyheter

Platsannonser st ill social- och skoljuridiska enheten - vikariat | Corporate Employment Counsel for Europe to

Pressrel ission | Delphi har bitratt Metallvarden i Sverige AB (publ) vid genomforandet av en fullt gar|

DI: Gront ljus for kommun som vill anvanda
molntjansten Office 365 i sina skolor

Publicerad 2014-04-28 11:12

Efter att ha granskat Ale kommuns planerade
anvindning av molntjansten Office 365 i sin inEEE
skolverksamhet konstaterar nu Datainspektionen WTweeta 2| I Dela
att kommunen uppfyller kraven i

personuppgiftslagen med ett undantag.




2014: DATAINSPEKTIONEN OCH EUS ARTIKEL 29-

GRUPP

Personuppgiftsbitrddesavtalet

EUs Standardkontraktsklausuler

- Avtal med underleverantorer
- Revisioner

*
"'

ARTICLE 29 Data Protection Working Party
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Brussels. 2 Apnl 2014

Ms Duorothes Belz
Associnte General Counsel
Legal and Corporste Aftnirs
Microsoft EMEA

By smail: Dorochee Belz @ Miciosoft com

Dear Ms Dorothies Belz

The EU Data Protestion Authonties have analyzad the seply of Microsoft (smanl sent by Jean Gomé
o 6 Februrry 2014} relating 1o o wew version of the Entevprise Envoliment Addendiom Micrasoft
Ownline Services Data Procersing Agreesment” (herewafier, “MS Agreamiem™) and 15 Annex |
“Standard Conracnwal Clauses (processors)” (Commission Decisaon 201087 EU)

They coucluded that the MS Agreement, as 1t will be modafied by Microsoft, will be m line with
Standard Contractizal Clanse 201087 EL, sad sbould therefore pot be conwdered a5 “ad o™
clanses. In practice. this will reduce the wmwber of national authorizations required to allow the
iatetnational transfer of data (depending on the naticnal kegiclanon)

The amlysis covers the engagements reflected in the model clanses 201087EU but not s
Appendixes (Sessription of the tramfers of datn and of the teclmical and crgamzational security
measures mplemented by the data mporter). Accordmg to usual mplementation of the model
clauses, these Appenchxes need 1o be conspleted by Microsoft and 1y chents when sigming the
coatract and neay be analyzed separately by the Data Prosection Authonties

The Workmz Party thanks Microsoft for the construstive collaboration that leads 10 these positive
consclusion



VAD AR HUVUDORSAKEN TILL DESSA BESLUT?



Sakerhet

Microsoft Sakerhetscenter |iegriet

Palitlighet

[ -
Microsoft Dynamics

woft Azure Sakerhet
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Dynamics CRM Trust




NAGRA RELATERADE PUNKTER ...



KORT OM KRYPTERING

Data in transit
between a user

and the service

Protects user from interception
of their communication and
helps ensure transaction
integrity

©
"
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Data In transit

between data
centers

Protects from bulk

interception of data

o
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Data at rest

Protects from removal of
physical media

End-to-end

encryption of
communications
between users

Protects from interception or
loss of data in transit between
users




NYHET! [SO 27018 — EN MOLNSTANDARD

p v
Nyckelprinciper - Cloud providers must:

Not use data for advertising or Be accountable to determine if
marketing unless expressed consent customer data was impacted by a
is obtained breach of information security

Be transparent about data location Communicate to customers and

and how data is handled regulators in the event of a breach
Provide customers with control over Have services independently audited
how their data is used for compliance with this standard




UTLAMNANDE AV DATA TILL MYNDIGHETER

s

Microsoft Law Enforcement Requests Report
Some Customer Data Disclosed No Castomer Data Disclosed
/ P Requests Resulting in Disclosure
C t Total Number of “;"""i::; = Reguests Resulting in Disclosare of Regoupts R‘"“,;' - Dz'_‘:l'" of | Requests Resulting in Disclosureof of No Customer Data(Request
ountry Requests 3 Content Only. s (Noa- | | No Customer Dota (No Data Found)  Rejected for Not Meeting Legal

Requests Content) Data & g

b3 s » .
TOTAL 70 665 122 015 2.2% 1558 79.8% 56 388 16.8% 11 852 1,2% 866
Slovenia 1 1 0,0% 0 0.0% of  100,0% 1 0,0% of
Spain 1981 3 400 0,0% 0 84,2% 1668 15,7% 31 0,1% 1
Sweden 326 52 0.0% o 89.9% »l  deaw | s ' 0
Taiwan 4 381 8 305 0,0% 0 86.3% e 13,7% 602 0,0% 0
Thailand 83 105 0,0% 0 88,0% 73 12.0% 10 0,0% 0
Turkey 11 434 14 077 0,0% 0 78,7% §997 | 21,3% 2433 0,0% 4
United Kingdom 9226 14 301 0,0% 0 76.5% 1057 | 23.0% 2119 0.5% 50
United States 11 073 24 565 13.9% 154 65.0% 7196 14.2% 1574 6.9% 59
CUruguay 1 1 0,0% 0 100,0% 1 0,0% of 0,0% 0
Venezuala 11 21 0,0% 0 90,9% 10 9,1% 1] 0,0% 0|




YTTERLIGARE
FORSTARKNINGAR

Microsoft vidtar atgirder for att ytterligare sikra sina anvindares information fran Svervakning.
Forstérkt kryptering av flera tjéinster, férstirkta rittsliga riktlinjer och 6kad transparens i koden
kommer att implementeras under 2014.

- Vivill att alla vara kunder ska kinna sig trygga nir de viljer vdra tidnster och lésningar. Genom de hér
férbdttringarna férstirker vi bade integritetsskyddet och sikerheten sager Daniel Akenine, nationell
teknikchef far Microsoft Sverige

Forstarkt kryptering
Microsofts produkter och tjdnster ar redan krypterade for att skydda anvandarna. Nu tar vi ytterligare

atgarder for att forstarka och forbattra krypteringen for tjdnster som Qutlook.com, Office 365, SkyDrive
och Windows Azure,

Innehall som skickas mellan anvandare och Microsoft, eller innehall som skickas mellan vara datacenter
kommer att krypteras som standard fér att skydda informationen fran évervakning och olaglig
datainsamling. Bland annat kommer vi anvanda oss av metoder som Perfect Forward Secrecy och 2048-
bitats nyckellangd.

Forstarkta rattsliga riktlinjer
Microsoft kommer Zven | fortsittningen att arbeta efter tydliga rattsliga riktlinjer nar det handlar om att

lamna ut information om féretag och myndigheter som anvander Microsofts tjanster. Vi stravar alltid
efter att meddela det berdrda féretaget eller myndigheten nar vi mottagit en ansékan om att 13mna ut
information. | de fall dar vi dlaggs med munkavel for att inte kunna gdra detta kommer vi ta drendet till
domstol for att f3 ett beslut.

Microsofts stAndpunkt &r att brottsbekdmpande organ kan ga direkt till foretaget eller myndigheten i
frga och begéra ut informationen, precis som de gjorde innan informationen flyttades till molnet.

Transparens i koden
Microsoft kommer Sppna nya center for kodgranskning och utbildning dar vi kommer erbjuda statliga

kunder en kad transparens till var killkod. Detta for att de sjdlva ska kunna kontrollera integriteten
och sikerstilla att det inte finns ndgra dolda bakddrrar i systemet.



SPECIALLAGSTIFTNING

Socialstyrelsens <z Apoteks
foreskrifter datalagen




Announcing Customer Lockbox for
Office 365

oy Office 265 Team, on April 21, 2015 | 3 Comments | 150 Shares

This post was written by Vijay Kumar, senior product marketing manager, and Kaji Dani, principal
program manager for the Office 365 Security team.

As a cloud services provider, we recognize that organizations understandably want to have full
control over access to their content stored in cloud services. Today at RSA, we announced
Customer Lockbox for Office 365, a new capability designed to provide customers with
unprecedented control over their content in the service. Customer Lockbox gives customers explicit
control in the very rare instances when a Microsoft engineer may need access to customer content
to resolve a customer issue.

In our efforts to maximize data security and privacy for Office 365 customers, we have engineered
the service to require nearly zero interaction with customer content by Microsoft employees.
Nearly all service operations performed by Microsoft are fully automated and the human
involvement is highly controlled and abstracted away from customer content. As a result, only in
rare cases—such as when troubleshooting a customer issue with mailbox or document
contents—does a Microsoft engineer have any reason to access customer content in Office 365.

Microsoft Engineers do not have standing access to any service operation. All access is obtained
through a rigorous access control technology called Lockbox. Today, Lockbox enforces access
control through multiple levels of approval within Microsoft, providing just-in-time access with
limited and time-bound authorization. In addition, all access control activities in the service are
logged and audited.

http://blogs.office.com/2015/04 /21 /announcing-customer-lockbox-for-office-365/



KORT KRING WINDOWS 10



Windows 10 och integritet

Settings

03 SETTINGS

=

System
Display, notifications,
apps, power

N
Time & language
Speech, region, date

(-]
Devices

Bluetooth, printers,
mouse

-~
g
\‘u -
Ease of Access
Marrator, magnifier,

high contrast

0

Network & Internet
Wi-Fi, airplane mode,
VPN

-

Privacy
Location, camera

| Find a setting

4 S

Personalization Accounts
Background, lock Your account, sync
screen, colors settings, work, other
users

O

Update & security
Windows Update,
recovery, backup
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Privacy settings har blivit enklare fran Win 8.

P
B3 pRIVACY

Location

Camera

Microphone

Speech, mking, & typing
Account info

Contacts

QOther devices
Feedback & diagnostics

Background apps

 [F——

Let apps use my advertising 1D for expensnces acrass apps
(turning this off will reset your 1D}

@ on

Turn on SmartScreen Filter to check web content (URLs) that
Windows Store apps use

@ on

Send Microzoft info about how | write to help us improve typing
And writing In the future

@ on

Let websites prowvide locally refevant content by accessing my
tanguage list

@ on
Manage my Microsoft advertsing and other personalization info

Privacy Statement

l Find a setting
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m: Microsoft daniel.akenine@microsoft.com
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