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System Center User Group

https://www.facebook.com/groups/241438124169/

www.scug.se

https://www.facebook.com/groups/241438124169/
http://www.scug.se/
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Planning for Windows 10

• Windows 10 is a Service not a Project
• You need to add resources

• Ongoing Maintenance of the Platform
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What do I need to think of?

 What features are we going to use

 What deployment rings am I going to be in

 How shall we perform testing of new features

 How shall Application testing be conducted
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Do I need to move to Windows 10?



We Drive Business Evolution Forward

Key Takeways

• Start Menu

• TaskBar

• Default App Associations

• Branding

• Built-in Applications

• BIOS to UEFI Conversion

• SecureBoot

• Credential Guard
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Demo
Deploying Windows 10

◦BIOS to UEFI conversion

◦Credential Guard

◦TPM Owner Password

◦Edge browser configuration



Start Menu
Windows 10
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Start Layout Options

• Management Options:

◦ Group Policy

◦ MDM

• Requires same architecture 
(32-bit or 64-bit)

• Prevent users from customizing 

their Start Screen!
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Steps to create a Custom Start Layout 

• Reference computer

◦ Enterprise or Education SKU

• Customize the Start Layout

• Export-StartLayout –Path <path>\<file name>.xml
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Deploy Start Layout using MDM (Intune)

• Replace markup characters with escape characters:

• http://www.freeformatter.com/xml-escape.html

• Custom Configuration (Windows 10 Desktop and Mobile and later)

• OMA-URI Settings:

◦ ./User/Vendor/MSFT/Policy/Config/Start/StartLayout

◦ Data type: String

◦ Value: <contents of the XML file>

http://www.freeformatter.com/xml-escape.html
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Deploy Start Layout using Group Policy

Same .xml file

◦ The Start Menu layout is locked

Useful for

◦ KIOSK computers

◦ Fixed workloads
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Configure a Partial Start layout

Add one or more customized tile groups

Allow the user to make changes to other parts of the Start layout

Conflicts / Duplicate Apps:

The duplicate app tile is removed from the existing (unlocked) group.
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Add an IE link to the Start Menu

• The IE icon under Windows accessories are created when the user signs in.

• Cannot be used as it doesn’t exists when startmenu is imported.

• Create an IE shortcut and then alter the .xml file.

• XML can be manually edited (not supported!?)
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Demo
Start Menu



TaskBar Configuration
Windows 10
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Modify the TaskBar

• Not supported in previous versions Windows 10 1507 and 1511

• Unsupported method:

• C:\Users\%username%\appdata\roaming\Microsoft\Internet Explorer\Quick Launch

• HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Taskband
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Modify the TaskBar

• Same .xml file as for the Start Menu modification

• During OSD or using a Group Policy

• Must be combined with the customized Start Menu as it will overwrite it otherwise

• Possible to pin apps to the taskbar even after OSD using Group Policy

• Only possible to remove apps that was pinned using the .xml file

• Not possible to remove apps that was pinned by the user.
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Demo
Modifying the TaskBar



Microsoft Edge configuration
Windows 10
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Microsoft Edge

• Enable Home button (with start page)

• Disable Welcome Screen

• PowerShell script during OSD



Default File Associations
Windows 10
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Modify Default file associations

• Create default app associations on reference computer

• Dism.exe /Online /Export-DefaultAppAssociations:C:\Temp\DefAppAssociations.xml

• Applying default app associations

◦ Group policy (Mandatory)

◦ Dism.exe (User Changable)

• Dism.exe /Online /Import-DefaultAppAssociations:C:\Temp\DefAppAssociations.xml
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Demo
Default App Associations



Branding
Windows 10
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Set Desktop Wallpaper

• Default Location:

• %Windir%\Web\4K\Wallpaper\Windows

• All other resolutions:

• %Windir%\Web\Wallpaper\Windows\img0.jpg

• Files are owned by “TrustedInstaller”

• Use PowerShell to set wallpaper during OSD
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Set the Lock Screen

• Script:
xcopy CustomLockScreen.jpg c:\IT\LockScreen\ /Y /S
reg import LockScreen\LockScreen.reg
reg import LockScreen\LockScreen.reg /reg:64

• LockScreen.reg:

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Personalization]
“LockScreenImage”=”C:\\IT\\LockScreen\\CustomLockScreen.jpg”

• Group Policy:
• Computer Configuration\Administrative Templates\Control Panel\Personalization

• Force a specific default lock screen image
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User Pictures

• Scenario
◦ Use the Company logo as User Picture

• Location:
◦ “%SystemDrive%\ProgramData\Microsoft\User Account Pictures”

• Format:
◦ 32 x 32 (PNG)

◦ 40 x 40 (PNG)

◦ 48 x 48 (PNG)

◦ 192 x 192 (PNG)

◦ 448 x 448 (BMP + PNG)



Built-In Applications
Windows 10
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Disable Microsoft Consumer Experiences

• Since Windows 10 1511

• End-user apps installed from Windows Store

• Provisioned per user

• Built-In app removal scripts doesn’t affect these apps

• Keep the apps from installing:

• HKLM\SOFTWARE\Policies\Microsoft\Windows\CloudContent
“DisableWindowsConsumerFeatures”=dword:00000001
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Remove Built-in Apps

• Remove Built-In apps during reference image creation

• White listing - Remove everything except:

◦ Microsoft.WindowsCalculator

◦ Microsoft.WindowsStore

◦ Microsoft.WindowsSoundRecorder

http://www.scconfigmgr.com/2016/03/01/remove-built-in-apps-when-creating-a-windows-10-
reference-image/

• Black listing - Remove only:

◦ Microsoft.ContactSupport

◦ Microsoft.WindowsFeedback

◦ Microsoft.Edge

http://ccmexec.com/2015/08/removing-built-in-apps-from-windows-10-using-powershell/

http://www.scconfigmgr.com/2016/03/01/remove-built-in-apps-when-creating-a-windows-10-reference-image/
http://ccmexec.com/2015/08/removing-built-in-apps-from-windows-10-using-powershell/
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Block Built-In Apps using AppLocker

• Not all Built-In apps can be removed:

◦ Microsoft Edge

◦ Windows Feedback

◦ Contact Support

• Workaround:

• AppLocker policy targeted for computers to block installation

• Runs before the user logs in for the first time

• The application is not installed
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Demo
Built-In Applications



BIOS to UEFI Conversion
Windows 10
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BIOS to UEFI Conversion

• Credential Guard and SecureBoot requires UEFI

• Support with ConfigMgr 1610

• TSUEFIDrive



BitLocker and TPM
Windows 10
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TPM Owner Password changes



Lessons Learned
Windows 10
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Window Defender FirstRun Prompt

• HKU\Software\Microsoft\Windows Defender\UIFirstRun
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Upgrading from 1507-1511-1607

Feature Task Sequence Software Update

Uninstall Built-In Apps X

Block apps with AppLocker X X

Customize Start Menu X X

Customize TaskBar X X

Default App Associations (X)* (X)*

OS Branding X

Internet Explorer on Start Menu X
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Group Policies

Path Setting

Computer Configuration\Administrative Templates\Windows Components\Data Collection and Preview Builds Disable pre-release features or settings
Allow Telemetry

Computer Configuration\Administrative Templates\Windows Components\MDM Disable MDM enrollment

Computer Configuration\Policies\Administrative Templates\Control Panel\Personalization Force a specific default lock screen image
Do not display the lock screen (optional)

User -or Computer Configuration\Administrative Templates\Start Menu and Task Bar Start Layout

https://technet.microsoft.com/en-us/itpro/windows/manage/group-policies-for-enterprise-and-

education-editions?f=255&MSPPError=-2147217396

https://technet.microsoft.com/en-us/itpro/windows/manage/group-policies-for-enterprise-and-education-editions?f=255&MSPPError=-2147217396
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Conclusion

• Keep modifications of Windows 10 to a minimum

• Use defaults

• Invest in end-user training!

• Microsoft is learning

• Customers are learning
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Stop ”Curla” your users!
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Known Issues

 Credential Guard will break many apps

 (Credential Guard also does not allow unconstrained Kerberos delegation, NTLMv1, 
MS-CHAPv2, Digest, CredSSP, and Kerberos DES encryption.)

 TPM Hash Changes in 1607

 Kaby Lake

 UE-V in 1607 not fully functioning

 Driver Signing in 1607

 Inconsistency between builds


