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Mobilitet
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Sakerhet



Microsoft Security — Prio 1

The best antivirus software for Windows Client Business User

Tested operating systems in your selection: Windows 10 | Windows 8 | Windows 7 | Windows XP
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AVG Antivirus Business 16
Bitdefender Endpoint Security 6 2
F-Secure Client Security 12 30
G Data AntiVirus Business 14.0
Intel Security lcAfee Endpoint Security 10.2
Kaspersky Lab Endpoint Security 10.2
Kaspersky Lab Small Office Security 5
Microsoft System Center Endpoint Protection 4.10
Seqrite Endpoint Security 17.00
Sophos Endpoint Security and Control 10.6
Symantec Endpoint Protection 14.0
Symantec Endpeint Protection Cloud 22.8

Trend Micro Office Scan 12.0

Protection Performance Usability



Clients for the Cloud




MDM/Mobil plattform



Mobiler inte en telefon langre!

* En applikationsplattform
* Anvands mindre och mindre for att ringa med

* Skall man borja konsumera appar/utveckla egna maste man hantera
sin mobila plattform

e Sakerhet
* Versioner av OS
e Anvandarstod



Your mobile device is a gold mine for hackers

ENTERPRISE EMAIL

CREDENTIALS
Stored, Soft Tokens

ENTERPRISE NETWORK
VPN, WiFi

ENTERPRISE APPS
Saas, Custom Apps

PHOTO ALBUM
Whiteboard Screenshots, IDs

SENSORS
GPS, Microphone, Camera



Windows 10



Intel Kaby Lake

Show all

¥ 16. Where can | read more about Microsoft's approach to supporting the latest
silicon innovation on Windows?

~ 17. How does Microsoft plan to provide support for new processors and chipsets
when they are released?

As new silicon generations are introduced, they will require the latest Windows
platform at that time for support. This enables us to focus on deep integration
between Windows and the silican, while maintaining maximum reliability and
compatibility with previous generations of platform and silicon. For example, Windows
10 will be the only supported Windows platform an Intel’s upcoming “Kaby lake”
silicon, Qualcomm’s upcoming “8996" silicon, and AMD's upcoming “Bristol Ridge”
silicon.

“Windows 7 was designed nearly 10 years ago before any x86/x64 SOCs
existed. For Windows 7 to run on any modern silicon, device drivers and
firmware need to emulate Windows 7's expectations for interrupt
processing, bus support, and power states, which is challenging for WiFi,
graphics, security, and more. As partners make customizations to legacy
device drivers, services, and firmware settings, customers are likely to see
regressions with Windows 7 ongoing servicing.”




Windows 10 endast

As new silicon generations are introduced, they will require the latest
Windows platform at that time for support. This enables us to focus on
deep integration between Windows and the silicon, while maintaining
maximum reliability and compatibility with previous generations of
platform and silicon. For example, Windows 10 will be the only
supported Windows platform on Intel’s upcoming “Kaby lake” silicon,

Qualcomm’s upcoming “8996” silicon, and AMD’s upcoming “Bristol
Ridge” silicon



Building your next generation platform

* Enable Untrusted font blocking

* Use Credential Guard and new Windows 10 Features!
* Java, Adobe Reader — WHY?!

* Bitlocker, Microsoft LAPS, EMET

Adobe Flash
1996 - 2015
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Windows 10 begransningar i PRO

* Kan inte stanga av Consumer Experience

e Kan inte hantera Start meny

* Kan inte hantera TaskBar

* Kan inte stanga av Store, eller begransa den till private store

* Kan inte begransa sékningar till endast dator, Cortana kommer visa web search

* Ingen Enterprise LTSB tillganglig for anvandning for exempelvis MT/labb maste licensieras
separat

* Credential /Device Guard saknas
* Applocker saknas
e App-V och UE-v kraver saknas

* https://technet.microsoft.com/sv-se/itpro/windows/manage/group-policies-for-enterprise-
and-education-editions

17


https://technet.microsoft.com/sv-se/itpro/windows/manage/group-policies-for-enterprise-and-education-editions

Krav for KIOSK lage

Windows 10 edition | Universal Windows app | Classic Windows application

Mobile v X
Mobile Enterprise | 4 X
Pro v X
Enterprise v v
Education v v



Telemetry

-
Diagnostics
Data
N ’
( oy
Enhanced Enhanced
Insights Insights
L o
_———
B H h & Basic Health & Basic Health & Basic Health &
Quality Quality Quality

—

SECURITY BASIC ENHANCED FULL
- User Settimgs configurable
. Admin Management configurable

Security level

The Security level gathers only the telemetry info that is required to keep Windows devices, Windows Server, and guests
protected with the latest security updates. This level is only available on Windows Server 2016, Windows 10 Enterprise,
Windows 10 Education, Windows 10 Mobile Enterprise, and Windos loT Core editions.
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Modern hantering



Varfor modern hantering?

» Battre anvandarupplevelse
* Mobilitet




Mac tre ganger billigare an PC???
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